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EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF SCIENCE AND TECHNOLOGY POLICY

WASHINGTON, D.C. 20502

Jammary 14, 2009

Dear Colleague,

Digital technologies are reshaping the practice of science, Digital imaging, sensors, analytical instrumentation

and othertechnologies are becoming increasingly central to experimental and observational reseand in all areas

of science. Increases in computational capacity and capabilitydrive more powerful modeling, simulation, and
analysis to link theory and experimentation and estend the reach of science, [mprovements in network capacityand
capabil ity continually increase access to information, instrumentation, and colleagues around the globe. Digital
data arc the common thread linking thesc powedul trends in scicniee.

OurNation’s continuing leadeship in science relies increasingly on effective and reliable access to digital scientific
data. Researchers and students who can find and reuse digital data are able to apply them in innovative ways

and novel combinations for discovery and understanding, The return on the Nation’s investment in generating
or acquiring scientific data is multiplied when data are reliably preserved for continuing, creative use. Remote,
networked access can lower barriers to participation, allowing citizens in settings throughout the country to benefit
from and participate in curNation's science endeavors,

Responding to the opportunities and needs created bythese trends, the Mational Science and Technology Council’s
Committee on Science formed the Intersgency Working Group on Digital Data. The G roup was charged

with creating a strategic plan for the Federal government to foster the development of a framewoik for reliable
preservation and effective access to digital scientificdata. Thi report, Harmessing the Power of Digital Data for
Science and Society, provides a set of first principles that guide a vision, strategy, tactical goals, and implementation
plans forthe Federal government, acting as both leader and partner, to work with all sectors of oursociety to enable
reliable and effective digital data preservation and access.

I commend this plan as an important step in addressing the digital data preservation and access needs of our
Mation’s science and engineering research and education enterprise.

Sincerely,
John H. Marburger, II1 x
Director
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Executive Summary

This report provides a strategy to ensure that digital scientific data can be reliably preserved for maximum use in
catalyzing progress in science and society.
Empowered by an array of new digital technologies, science in the 21st century will be conducted in a fully digital
world, In this world, the power of digital information to catalyze progress iz limited only by the power of the human
mind. Data are not consumed by the ideas and innovations they spark but are an endless fuel for creativity. A
few bits, well found, can drive a giant leap of creativity. The power of a data set is amplified by ingenuity through
applications unimagined by the authors and distant from the original field.
Key characteristics of the current digital data landscape are:
® the praducts of science and the starting point for new research are increasingly digital
andincreasingly "born-digital”;
*  explading vohimes and nismg demand for data use are driven by the rapid pace of digital
technology innovations;
o all sectors of society are stakeholders in digital preservation and access; and
*  qcomprehensive framework for cooperation and coordination to manage the risks to
preszrvation of digital data is missing.

The following guiding principles were deduced from an analysis of the current digital scientific data landscape.
These are based on the expertize of the members of the Interagency Working Group on Digital Data (IWGDD),
supplemented by input from outside experts and documentation from major studies of the challenges and
opportunities presented by a fully digital world. These guiding principles are:

*  science is global and thrives in the digital dimensions;
e digital scientific data are national and global assets;

o notall digital scientific data need to be preserved and not all preserved data need to be
preszrved indefiitely;

*  communities of practice are an essential feature of the digital landscape;

*  preszruation of digital scientific data is both a government and private sector
responsibility and benefits saciety as a whole;

®  long-term preservation, access, and interoperability require management of the full data
life cycle: and

*  dynamic strategies are required.

The strategic framework, recommendations, and goals presented in this report are founded on these guiding

principles.

VISION AND STRATEGY

We envision a digital scientific data universe in which data creation, collection, documentation, analysis,
preservation, and dissemination can be appropriately, reliably, and readily managed. This will enhance the return on
our nation’s research and development investment by ensuring that digital data realize their full potental as catalysts

tor progress in our global information society.

HARNESSING THE POWER OF DIGITAL DATA FOR SCIENCE AND SOCIETY PAGE |
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We set out the following strategy to achieve this vision:

Create a c;(nﬂpreﬁmswc f.-'dmework of transparent, evoluable, extensible prJffur'L's and meanagement and
orgamizational structures that provide reliable, effective access to the full spectrum of public digital scientific data.
Such a framework will serve as a driving force for American leadership in saience and in a competitive, global
information society,

RECOMMENDATIONS AND SUPPORTING GOALS

-l-() pur$ut‘ L}“‘-‘\i 5[1":11(.‘%?, we rCCC‘T"TnCrl\l lllﬂ‘;
* a Natioral Science and Technology Council (NSTC) Subcommuttee for digital
scientific data preservation, access, and interoperability be created;
& appropriate rL:!xir!uwnt.s and agencies iu:v the ﬁnmd:uir.ms for agency d'igiuf scientific
data policy and make the policy publicly available; and
*  agencies promote a data management planning process for projects that generate
preservaion data.

Implemented together, these recommendations can reshape the digital scientific data landscape. Through the
strength of the NSTC environment, we can pursue goals requiring broad cooperation and coordination while
enabling agencies to pursue their missions and empower their respective communities of practice. The goals targeted

by these recommendations are:
* (o be both leader and partner;
* 1o maxmize digital data access and unlity;
. o r'mpiemem rational, cost-efficient f}ldnning and management processes;
* (o empower the current generation while preparing the next;
* 1o support global capability; and
* 0 enable communities of practice.
KL‘}' clt.‘rncnlt‘- o ensure 'Llniil Ll'lt‘s‘..‘ rt‘co[ulllt_‘ru_{al_[mm \VUTk l(JgL‘Ll'I(.‘T t-()'f II'JE..\'.iTI'ILl"l Elllpacl il'l(.'l'l.ld(_‘ d'l(.‘ E‘f..’no\\'il'l}.‘;

e Subcommittee responsibilities should inchude topics requiring broad coordination,
suich as extended national and international coordination; education and workforce
:f.':(-‘.:inpmenl.' in!«_‘m[urubifﬂ}: data systems im{)fumen!d!iml and ffepiu)‘umnl: and data

assurance, quality, discovery, and dissemination.

*  Inlaying appropriate policy foundations, agencies should consider all components
of a comprehensive agency data policy, such as preservation and access gadelines;
assignment of responsibilities; information about specialized data policies; provisions for
cooperation, coordination and partnerships; and means for updates and revisions.

*  The compoments of data management plans should identify the types of data and their
._pre.'_'!._'cf mmpact; specify relevant standards; and outline prouisions for protection,
access, and contiming preservation.

FAGE 2 HARNESSING THE WER OF DIGITAL DATA FOR SCIENCE AND SOCIETY

170 Office of Science and Technology Policy



Changing the Conduct of Science in the Information Age June 28, 2011

Introduction

A REVOLUTION IN SCIENCE

“What is at stake f5 nothing less than the ways m whick aseronomy will b2 dome i the eva of information
abndance ™

Thefabric of science is dianging, driven by a revolution in digital tech nologies. These indude (1) digital imaping
devices for astronomny, (2) microarmay and highthroughput DNA sequencers in genomics, (3) wireless sensor arrass
and satellites in gecsciences, and (4) powerful computational modeling in meteorology. These tedh nologies generate
rnassive data sets that fuel progress, Tedhnolopies for high-speed, high-capacity netwotked connectivity have changed
the nature of collaboration and have also empanded opportunities to participate in science through instant access
to rich information resources around the wodd, While these digiral technologies are the engine of this revolution,

digital data?® are the fuel.

All elements of the pillas of science - observation,
experiment, theory, and modeling - are transformed by the
continuous cycle of peneration, access, and use of an ever
increasing range and volume of digital data, Experiments and
observations can be betterdesigned f a rich set of supporting
irformation i easily accessible. A framewotk of data can
provide a strong foundation on which expansive theory can
be developed and refined. Data initiate, drive, and produce

dynarmic modeling and sisnulation approaches.

Integrative approach es combine the concepts and tools of
many disciplines to take on some of the most important
and difficult questions in science. These approaches require
the ability to find and use data from rmany fields and
applications, Propress on questions such as (1) th e basis for
human consciousness and cognition, (2) the nature of dark
matter in the universe, and (3] the identification of Energy
sources that can replace fossil fuels require insights from
various disciplines into data of many different types and
SOUICEs, Global Scale sclence th.at Can meest toda?’s global
diallenges requires the ability to share and use a distributed
array of sources for a wide diversity of information, For
exarnple, the wotkings of the Eanth’s atmosph ere, climate,
and interior, and the interplaybetween economics, culture,
politics, and behavior in a global human society, present
challenges that recquire data gathered worddwide, The scale
of resources needed for Z1st century science often requires
plobal investrments, such as the array of instruments needed
to explore our universe or a high-enerpy collider capable

U'F nevealing the fianire U'F tnatte These resouices gener‘ate

povetful data sets that drive scientific progress around the wodd.

M US National Virtual Observatary /’
~

The New Astronomy

All gstronomers observe the same sky, but with
differant techniques, from the ground and from space,
aach showing different facets of the unierse. The
resultis a plurality of disc iplines {eg., radio, cptical
ar F-ray gstroncmy and computational theory),

all producing large volumes of digital data. The
apportunities for new discoveries are gregtestin the
comparisan and combination of data from different
partsof the spectrum, from different telescopes

and arohives.

Astronomers worldwide have recomnized this
apportunity and have begun a network of
collaborations to establish the infrastructure for
digital date interoperability. The National Yiruel
Observatory (WW0Q) is g partership of US institutions
including universities, observatories, WASA- and N5F-
funded centers, and federal agencies including the
Smithsanian nstiti tion. The MYO alfso coltaborates
with the private sector (.0, Google and Microsoft),
to develop intergctive Wsugl portals o the sy

The MV is g founding member of the worldwide
tnternational Virtue! Obsenatory Alliance (IV0A).

Sooree: MO hetpfanass cs-vo.org’? VO be thoffanas doane’

| Tawards the Mational Yirtual O bsermatory: A Report Prepared by the Natioral Yiroel Obszrawory Science Definition Team. See b dffswwastmo.

caltech.eduf ~geomefsdtfsdt-final . pdf.

2 For purposes of this document, digital data are defined 25 any information that can be stored digitally and ancessed electronically, with 2 focus specifically
ondata wed by the federal govermment 1o address rational needs orderived from ressarch and development funded by the federal government
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The LHC:
One of the
world’s most
complex data
systems

The $3.6 billion Large Hadon Collider (LHC) will
sample and record the results of up to 600 milfion
praton collisions per second, producing roughly 15
petabytes (15 million gigakytes) of date annually

in search of new fundamental particles. To allow
thousands of scientists from around the globe to
collaborate on the analysis of these data over the
next |5 years (the estimated lifetime of the LHC),
tens of thousands of computers Jocated around the
world are being harnessed in a distributed computing
network called the Grid, Within the Grid, described
as the most powerful supercomputer system in the
world, the avalanche of data will be analyzed, shared,
re-purposed and combined in innovative new ways
designed to reveal the secrets of the fundamental
properties of matter.

THE DIGITAL DIMENSION

The digital dimension consists of network connectivity that can
lower conventional barriers to participation and interaction
of ime and place; computational capacity and capability

o t:qumd the possiblc and extend the cuncoivablc; and
information discovery, integration, and analysis capabilities to
drive innovation. The emergence and continuing evolution
of this powerful new dimension is reshaping science, just as it
is recasting business, government, education, and many other
aspects of human activity worldwide. To lead in the emerging
global digital information society, the nation must fully
embrace the digital dimension - expanding access, extending
capahilities, and building on the potential of this exciting new

environment.

The power of digital information to catalyze progress is limited
only by the power of the human mind. Data are not consumed
by the ideas and innovations they spark, but are an endless fuel
for creativity. A small bit of information, well found, can drive a
gl?lnl Iﬁﬂp nl‘ l-.‘l'eﬂri"']lt}'. Tl‘le pm\-‘et’ t‘j{a datﬂ set can bE ampliﬁed
by ingenuity through applications unimagined by the authors
and distant from the original field. Re-use and re-purposing

of digital scientific data have dramatic benefits. First, they
provide the basis for doing science at new levels, The reach of

a scientist is extended b‘f access to greater Inputs than could be

gathered by an individual working alone. The goal can be larger and more complex if the products of many different

technologies and approaches can be brought to bear. The perspective is exponentially broadened by multiple points

of view.

Second, preservation to enable re-use and re-purposing ensures maximum return on our
nation’s investment in science. Effective re-purposing requires interoperability® = the ability
o l'()lrll“rle (“Vl?rse d':'l'lﬂ‘ l{)()l.c, 2yslems, :l'n(' 'Jf('.}'l]\v'el‘ }“llc}(“.hl‘c’ Hlld f‘il]li);y. Bv [K(’Vi{l[llg

for interoperability, genome sequence and protein structure information can be used in
innovative combinations to design new drugs to cure and prevent disease and to improve

the quality of life. As another example, weather and climate data can be integrated 1o

“The widespread availability of digital content creates opportnities for new forms of research and scholarship that
are qualitatively different from traditional ways of using academic publications and research data. We call this

‘eyberscholarship.'™?

predict the outbreak of an epidemic,

The ability to use data over unlimited time periods and for unlimited purposes creates

greater value for science and society.

Third, remote networked access to robust digital information resources changes the

Data are not
consumed by
the ideas and
innovations
they spark
but are an
endless fuel
for creativity

participation equation. A student ata tribal college with internet access to a comprehensive
3 The Future of Scholarly Communication; Building the Infrastructure for Cyberinfrastructure, Report of the April 17, 2007 workshop sponsored by the

4

PAGE 4

National Science Foundation (M5F) and the Joint Information Systems Committee (JI5C) of the United Kingdom.

Interoperability is the ability of two or meore systems or components to exchange information and to use the information that has been exchanged
(IEEE Standard Computer Dictionary: A Compilation of |EEE Standard Computer Glossaries). The components of interoperability include data,
metadata, codes, interfaces, platforms, environments, and networks. Achieving interoperability requires coordination among people, disdplines, and

institutions.
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dbEEIP

GENOTYPE and PHENOTYPE

With the acquisition of the human genome
sequence and the advent of powerful new DINA
sequencing technologias and analytical methods,

it is increasingly possible o identify variations in
human DNA chat underfie particular dissases,
conditions, or therapeutic responses. The National
Center for Biotechnology Information (NCBI) has
developed the database of Genotype and Phenotype
{dbGaP) to preserve and distribute the results of
studies employing these powerful new capabilitias.
The database represents the combined power of
many different types of studies and analyses. As a
result, clinfcigns and scientists from many fields can
share their results and work together to investigate
the interaction of ganotype and phenotype,
revaaling new links berwssn DNA sequence anda
variaty of diseases, from breast cancer to dighetas,
blood pressure abnormakives, and age-related eye
defects.

Seurce: nchi.oln nd goviabeap

set of digital information rescurces can contribute according to

the quality ofideas.

Fourth, access to digital information supports discovery-based
learning, engaging students in the exciternent ofscience. For
example, a regional online project allows students recording birds
visiting theirschoolyards to discover shifts in migratory patterns
that are driven by changes in land use. Access also supports
innovative research into both new strategiss for education and the
basis for cognition and learning Researchets comparing learning
patterns scross regions or in different settings can uncover some

of the influences of culture and context on learning.

Finally, preserving the digital scientific products of our tme will
ensure that future generations can benefit from our efforts and

can better understand cur tme and place in history.

INTERAGENCY WOQRKING
GROUP ON DIGITAL DATA

In December 2006, the National
Science and Technology Council of the
Comrnittee on Science established the
Interagency Working Group on Digital
Data {WGDD; see Appendiz Afor

Rermote
networked

e —
Terms of Reference). Nearly 30 agencies, changes T
offices, and councils were named as participation
members or partcipants, reflecting equation

the broad range of interests in digital

scientific data. The purpose of the I'WGDD is to “dewelop and promote the implementation
ofa strategic plan for the federal government to cultivate an open interopemb].e frarnework to ensure reliable

preservation and effective access to digital data for research, developrment, and education in science, technology, and

engineering.” This report presents the findings and recommendations of the TWGDD.

HARMNESSING THE PC
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The Current Data Landscape

NOAA’s DART™
Tsunaml Monitoring Buoys

Aspart of the US. Mational Taunemi Hazard

Mregation Program (NTHME), the Mational Oceanic

and Atmospheric Administration (MOAA) has
developed and placed Desp-ocean Assessment and
Reportng of Tanamis (DART™ ) stations in regions
with a history of generating destructive taanamis to
enaure early detection of tsunamis and o Support
red-time warnings. Curendy DART™ stedons are
deployed and acthve in the frcific, Atlantic and
indign Oceans, the Caribbeon Sea, and the
Glfof Mexico.

The canami-related data archive has grown

from five gigabytes to over | 700 gigabytes, with
standards-compliant metadate avadeble online to
support the modeling, mapping, and assessment
activities required to minimize the effect of

tsunamis,

Sowrcer bt proad nooa gosDartidart._home hmt

An analwis of the current landseape for digital seientfie data
preservation and access was undertaken through a review of
relevant reports and other publications (see Appendi=D),
agency data policy and strategy documents, and examples of
extant digital preservation activities, Highlights of that analyis
are presented below

DIGITAL DATA NEEDS

The conduct of science and engineering i changing and
evolving. This is due, in large part, to the expansion of
networked cyberinfrastracture and to newtechniques and
technologies that enable cbservations of unprecedented
quality, detail and scope. Todays science employs revolutionary
sensorsystems and involves massive, access ible databases,
digital libraries, unique visualization environments, and
complex computational models.®

The use of digital technologies, induding computation for
increasingly complex models and simulations, vast sensor
arrays, powerful imaging equipment and detectors, and
networked access, interaction, and dissemination todls, has
transformed the scientific landscape, Data that are “born.
digital” — avallable only in digital form and preserved only
electronically — are increasingly becoming the primary cutput
of science and the starting point for new research. The rate at
which these digital data are produced is increasing each wear,
vielding massive and esponentially growing data flows in what
has been described as 2 “data deluge. ™

In 2006, the amount of digital mformation created, captured , emd replicated [worldwide] wes 1,288 x 10% His,
In computer parlmce, that’s 161 exabytes or 161 billion gigabytes. This is about 3 million times the information

m all the books ever written ”

[n principle, a digital data deluge can result in rapid progress in science through wider access and the ability to use
sophisticated computational and analytical metheds and technaologies, [n practice, the current landscape lacks a
compreh ensive framewodk for reliable digital preservation, acesss, and interoperability, so data are at risk.

RISK FACTORS

Factors contributing to deterioration orless of digital data incdude decay of the storage media; dependence

on outmaoded formats orswterns (hardware and/orsoftware); and errors introduced in reading, writing, or
transmission. Additionally, data may be “orphaned” — put at risk of being discarded because the “owner” s
nolonger identifiable or available. Strategies for mitigating these risks incdlude management planning fordata
stewardship, controlled redundancy, managed migration to new technologies, and error checking schemes, These
promising strategies are limited by two factors. Fist, many current practices do not scale to the massive volumes and
decadeslong timelines of many longterm preservation organizations,

5 Inwesting in America'’s Future: Mational Science Foundation Straegic Plan, FY2006-2011.

& Hey A | G and Trefethen, A E. The Data Deluge: Ane-Science Rerspactive. 2003. Berman, o, and Hey, Editors. Publehed in Grid Computing,
PMalcing tha Gibbal Infrastructure a Reality, pp. £09-824, Wilay and Sone. 2004.

7 The Bxpanding Digital Universe, IDC White Papersponsored by EMC Corporation. March 2007
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is the contention of the 100 Year Archive Task Force that migration as a discrete long-term preservation
“It is the content the 100 Year Archive Task Force that migrat hiscrete long-t ti
methodology is broken in the data center. Today's migration practices do not scale cost-effectively....”™

Second, many of these strategies rely on close coordination and cooperation among diverse preservation

organizations, but a comprehensive framework is needed to enable coordination and cooperation

LEGAL AND POLICY LANDSCAPE

The LS. legal and policy landscape promotes access to digital scientific data produced in the federal and federally

funded realms. The elements of this 1and5capc that are most relevant to this document are as follows:

®  The Paperwork Reduction Act (44 USC 353) has as one of its key purposes to
“ensure the greatest possible public benefit from and maximize the utility of information
created, collected, maintained, wsed, shared and disseminated by or for the federal
government.”

*  The Office of Management and Budget (OMB) Circular A-130 specifies that
“The open and efficient exchange of scientific and technical government information
... fosters excellence in scientific research and effective use of federal vesearch and
development funds.”
¢  The 1991 Supreme Court ruling in Feist Publications, Inc. v. Rural
Telephone Service Co. (499 U.S. 340) establishes that “facts do not owe their
origin to an act of authorship, they are not original, and thus are nat copyrightable.”
*  Copyright law (17 USC 105) provides that “Copyright protection under this title is
not avarlable for any work of the Unrted States Government.”
¢  The Freedom of Information Act {FOIA; 5 USC 552) [rrm,'ides for ijFc access
to the records of the federal government.
This legal and policy landscape produces a climate of equitable access while protecting appropriate intellectual
property rights. This provides a dynamic, healthy environment for basic and applied research, enabling the United
States to continue as a leader in discovery and innovation in the information age. It also drives a robust commercial
information sector. The FY2000 federal investment in public sector information was estimated at 514.9B.° The
commercial information sector that relies on this investment generated estimated annual sales of $641 B, employing
3.2 million people.

ENTITIES IN DIGITAL PRESERVATION AND ACCESS

Many different types of organizations, institutions, groups, and partnerships (referred to below as “entities”) are
active in the current digital preservation landscape. These include agencies, centers, departments, institutes,
libraries, museums, tesearch projects, etc. Over 50 entities across these categories were examined, and the result= are
outlined in Appendix C. Each entity examined was characterized by:

¢ Type (e.g., data center, library, archive, museum)

*  Roles (e.g., data production, analysis, publication, training)

o Sector (e.g., government, research, ecucation)

*  Expert participants (e.g., librarian, archivist, I'T specialist)
Some of the conclusions emerging from this analysis are described in the following sections.

a 100 Year Archive Requirements Survey, Storage Networking Industry Assodation. January 2007,
9 Commercial Exploitation of Europe’s Public Sector Information: Final Repert for the European Commission Directerate General for the Infermation
Society, Pira International. October 2000,
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DATA LIFE CYCLE

Most entities currently fulfill multiple roles in the data life cycle, and most roles are being fulfilled by several types
of entities. An example is that of data analysis and processing While this role has wraditionally been associared with
computational centers, this capability i being implemented in non-traditional settings such as libraries, archives,
and museums. This trend toward generalization and away from specialization in the provision of data life cycle
functions has important implications. For example, many traditional preservation institutions now operate or
require direct access to leadingedge computational facilities, equipment, and expertise, creating new organizational,
operational, and financizl challenges. Additional implications of this trend toward generalization are discussed in
the following sections.

PARTICIPATION BY ALL SECTORS
Nearly all types of preservation entities exist in all sectors - government, education, research institutions,
non-profit, commercial, and international. Many entities arise from collaborations across sectors at regional,
national, and international levels. An example of a cross-sector parmership is the agreement among the
National Archives and Records Administration (NARA), the National Science Foundation (NSP), and the
San Diego Supercomputer Center (SDSC) for innovation in preservation of some of the nation’s most
valuable digital research collections.'® The Global Biodiversity Information Facility (GBIF) is a partnership
of over 70 countries and international organizations providing global access to the world's primary data
on biodiversity."! This breadth of participation and collaboration provides a potential foundation for
sustainability analogous to that provided by diversity in ecosystems sustainability. A digital preservation
framework with a diversity of organization types and missions, resources, funding streams, and capabilites is

meore resilient to changes in shortterm trends and to individual failures.

NEW INFORMATION DISCIPLINES

Some new specializations in data tools, infrastructures, sciences, and management are emerging as a result
of increased communication and cross-fertilization across the information disciplines that support data
preservation. Examples include:
e Digital Curators: experts knowledgeable of and with respensibility for the content of
digital cellection(s);
*  Digital Archivists: experts competent to appraise, acquire, authenticate, preserve, and
provide access to records in digital form; and
s Data Saentists: information and computer scientists, database and software engineers
and programmers, disciplinary experts, expert annotators, and others who are crucial to
the successful management of a digital data collection

New educational programs and curricula to provide the necessary skill sets and knowledge are beginning to
emerge. Viable career paths for some of these areas remain to be developed.

INFORMATION COMMUNITIES"

The trend towards gt‘.ncrnlin:d dara life ryt'lc function does not extend 1o gt:m"rall'“.x‘d content. Most
preservation entities are closely allied with a particular scientific or topical domain: a community of

practice. To increase interoperability within a given science realm, “information communities” are emerging

10 wwwarchives gov/press/prass-releases/2006/nr0é- | 19.html.

Il wwwighilorg/GBIF_crg/participation,
12 Leng Long-Lived Digital Data Collections: Enabling Research and Education in the 2 |st Century, report of the National Science Board

September 2005,
13 For example, the National Center for Bicinformatics (NCBI) is an information community which draws together genomics scientists, information
technologi futi v biclogists, and chemists and other communities of practice around a common set of information resources.
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that span multiple communities of practice. These communities are working 1o set their own data standards,
establish their own infrastructures, etc. Preservation entities play an important role in this process,
providing relevant expertize and experience, as well ag a means for implementing and enforcing standards.
Significant opportunities exist to promote interoperability and to avoid data “silos” or “stovepipes” which
are inaccessible to those outzide the immediate community of interest. Instead, interactions among domain-
specific entities are encouraged, along with establishment of preservation organizations to span and

integrate multiple domains.

PERSONAL DIGITAL COLLECTIONS

With increasing digital access, an individual may have a “personal digital collection” that is specific to

and associated with that person. This personal collection may contain data generated by the owner and
those drawn lral\:s;mrcully from other sources as needed for the arm[)«sis at hand, This has two important
implications. First, thiz mode of data use depends on research and development to create powerful new
interoperability, data racking and provenance, atribution, and validation capabilities. Second, ties between
users and individual preservation entities may be loosened, threatening models for economic sustainability

that depend on these ties. Diversified sustainability models are needed to accommaodate this emerging use

pattern.

Digitizing
Corrosion
Information

The Department of Defense is engaged in an
ongoing battle with corrosion, which affects most
equipment, facilities, vehicles and weapons systems.
Making it easier to access results of decodes-old
corrosion research and technology development
could aid in oddressing the problem and go along
way toward reducing comosion-related expenses,
To this end, the Advanced Materials,
Manufacturing, and Testing Information Analysis
Center (AMMTIAC), in ¢ partnership with the
Defense Technical Information Center (DTIC), is
improving the availability of high-value corrosion
research documents from its massive collection

of reports with the use of digitization from print
and microfiche, The digitized information will be
prepared for long-term access and preservation.
This endeavor to provide access to full-text
resources will, in turn, fecilitate the use of sci-tech
information associated with corrosion.

NON-DIGITAL COLLECTIONS

“Musewms and libraries have leveraged the availability of the
!ITLL’.—HL'E fo ll}."list.'l'lf !I'II_’I.T Tesources tuld $-_'."|.IIIC|:‘S Lo et F?T(X.‘LLL— ﬂl“}}‘t.’l'll:l.’
and offered an additional mode of access to them, while traditional
in-person wisits continue to increase."™

Many valuable collections of physical artifacts (documents, books,
specimens, ete.) exist in libraries, archives, museums, and other
collections throughout the world. Legacy collections of microfiche,
audio tapes, film, and other media are housed in repositories,
warehouses, and storage facilities around the globe. Digital access

to information about these artifacts, or to digital representations of
the objects, can greatly enhance awareness and use, increasing the
impact of these collections. Strategies, methods, and technologies to
create metadata for cataloguing and search/discovery in the digital
preservation realm can also inform the non-c][gilal realm. Advantages
in digitizing an object include expanded access, enhanced ability to
search across collections, and mitigation against catastrophic loss or
slow deterioration of the original artifact. Disadvantages can include
increased fragility of the digital version and higher costs in some
instances for digital versus physical preservation. Decisions about
digitization of collections should be based on an evaluation of these
ﬂd\'ﬂlll‘dg‘:s HI]L{ c!isad\’an{ag(.‘&, ﬂsst‘sEL" dlrougi‘l ll'l(.‘ CUI[ibinck‘l t‘f'-[.)rt‘j

of digital preservationists and content curators.

I4  InterConnections: The IMLS MNational S$tudy on the Use of Libraries, Museums and the Internet. February 2008.
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Guiding Principles

The following guiding principles were deduced from an evaluation of the current digital scientific data landscape.
They are based on the expertise and experience of the IWG members supplemented by input from outside experts
and documentation from major studies of the challenges and opportunities presented by a tully digital world. The

strategic framework, recemmendations, and goals presented in this report emerge from these guiding principles.

|. SCIENCE IS GLOBAL AND THRIVES IN THE DIGITAL DIMENSION

The emergence of a powerful new digital dimension brings capabilities for connectivity across oceans

and continents, remote access to Llnprﬂ‘.edvnled 1'.mnpul:ll'iun;1| power, and the pntenti;ﬂ to find and use
information distributed worldwide. The result is a global landscape in which (1) science can thrive as barriers to
collaboration of time and distance are lowered, and (2) limits to the scale, scope, and nature of questions that
can be addressed are pushed back by an increasingly capable cyber infrastructure.

2. DIGITAL SCIENTIFIC DATA ARE NATIONAL AND GLOBAL ASSETS

The ability to achieve innovation in a competitive global information society hinges on the capability to swiftly
and reliably find, understand, share, and apply complex information from widely distributed sources for
discovery, progress, and productivity, Limitz on information access translate into limits on all other aspects of
competitiveness. Thus, digital information preservation and access capabilities are critical to the progress of

individuals, nations, science, and society.

3. NOTALL DIGITAL SCIENTIFIC DATA NEED TO BE PRESERVED, AND NOT ALL
PRESERVED DATA NEED TO BE PRESERVED INDEFINITELY

It is estimated that the amount of digital information produced worldwide each year now exceeds the global digital
storage capacity.”

Decisions about what to preserve are inevitable. The criteria for such decisions differ among differing data

types and contexts. Some data can be reproduced at lower costs than preservation (some outputs of computer
models and simulations are examples) and, therefore, may not be a high priority for preservation. Other data
cannot be reproduced at any cost (continucus, longterm environmental measurements are examples) and may
merit higher priority for preservation. Still other data initally preserved may be superseded by new work and
become candidates for disposal. Thus, deliberate decisions about preservation should take place on a continuing
basis throughout the full data life cycle, Stakeholders in this decision-making process include: (1) preservation
organizations, which must factor their mission, costs, and funding structures into decisions; (2) the scientific
community (including communities of practice), which can consider the value to science; (3) data authors, who
are most familiar with the detailed context; (4) archival scientsts, who bring both an intellectual framework and
experience to assessing preservation value; (5) data users, who employ the data in creative and innovative ways;

and (0) entities such as associations, federations, and governments, which can take a broad, longterm view.

4, COMMUNITIES OF PRACTICE ARE AN ESSENTIAL FEATURE OF THE DIGITAL
LANDSCAPE

Science is conducted in a dynamic, evolving landscape of communities of practice organized around disciplines,

methodologies, modsl systems, project types, research topics, technologies, theories, etc. These communities

facilitate scientific progress and can provide a coherent voice for their constituents, enhancing communication

and cooperation and enabling processes for quality control, standards development, and validation. These

IS5 The Expanding Digital Universe, IDC White Paper spansored by EMC. March 2007,
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Barcode of Life

The Barcode of Life tnitietive {5 an interna tonal

effort to develop reliable and authorite the means

for the globe! Mentification of bidogica! species.
Borcoding uses @ short DNA sequence within an
arganism's genome @s the equivalent of a barcode

on @ supemmarket product to determine the species
crigin of ¢ bidegical semple. Adoption of @ stendand
format for barcode data allows @ senmple in @ mussum
or coffected in the field to beinstandy linked to
refated information rsources worldwides; to be tisd

in to relevant tissue, parasite, and other collections
globally, and to reference DNA datebases in the
Linited States, fapan, and Eurepe. The resultis the
ability to conduct biodiversity, species migration and
invesion, and pepuldtion genetics studies that are
marepowerful because they can be religbly compared
to and informed by other projects wonldwide.

Saurce: hetibara ding. s edy’

capabilities are emcial for data preservation and access in
cotntmunicating the needs and empectations of a community of
usess, providing espert input on the scientific contest for data
(induding input to decisions about what to pres erve and what

to discard), promoting good data management practices, and
contributing to the development of effective data standards, Thus,
data preservation policies and stratepies must encourage and
enable communities of practice both because of their important
role in science and because of the capabilities and pempectives
they bring to the preservation process. “Onesizefirs-all” policies
rmust be avoided to allowforstratepies and designing mechanis ms

for interoperability that support communities of practice.

5. PRESERYATION OF DIGITAL SCIENTIFIC DATA IS
BOTHA GOYERNMENT AND PRIWATE SECTOR
RESPONSIBILITY, AND BENEFITS SOCIETY AS A
WHOLE

Alarge number and wide variets of entities, organizations,

and commmunities — each with their own assumpt ions, culture,
expertise, objectives, policies, and resources — are involved in
the creation and preservation for access of scientific digital data.
Responsibilities for data stewardship are distributed across rany

diverse entities that, in tarn, engage with different institutions,

disciplines, and interdisciplinary domains, Responsibilityfor data stewardsh ip should remain weith the

distributed collections and repositories that have a vested interest in their communitys data. A framework of

government/private sector partnerships (analogous tothe air tramsportation or monetarysysterns ) is required to

link these distributed responsibilities into an effective system for dipital preservation and aceess.

6. LONG-TERM PRESERVATION, ACCESS, AND INTERCPERABILITY REQLUIRE
MANAGEMENT OF THE FLILL DATA LIFE CYCLE

The full data life eycle incdudes creation, ingestion or acquisition, doeumentation,

organization, migration, protection, access, and disposition (see Appendiz B for

a description of the data life cycle) and has two important Features. First, the Responsibilities
cyle is dynamic rather than static and includes ongoing processes of curation, fordata
disposition, and use. M any processes, such as data analyes involving transformation stewardship

or recombination, are catalytic, continuously increasing the wolume of data for are distibuted

aCross many
diverse entities,

preservation and access. Second, the steps in the cycle are not independent,
Feasibility, costs, and limitations for each step are stronglydependent on actions taken

at other steps. For emample, inadequate documentation at an earlystage can prevent
lateruse; Failure to migrate to newtechnologies can leave data inaccessible. Effective
tnanagerment of each step and coordination across steps in the life cyele are required to
exsu re that dara are reliably preserved and can be accessed and used efficiently
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7. DYNAMIC STRATEGIES ARE REQUIRED

“Today, no media, hardware or software exists that can reasonably assure long-term accessibility to digital

assets. "¢

The transition from physical to digital information technologies requires several
fundamental changes in preservation strategies, First, preservation must be active rather
than passive, as data in digital systems are more fragile and the media more transient
than in traditional paper- or microfilm-based systems. Second, digital technologies
advance continuously, often rendering older technologies unsupported and inaccessible
while producing new opportunities for creative exploitation of data. Finally, as remote
digital access reduces the need for distributed physical copies, the reduction in gystemic
redundancy increases the risk of loss. This risk is often managed through redundancy
that is actively planned and implemented. In this landscape, recommendations for
static solutions are of only transient value. Thus, we focus in this report on processes
for actively managing current preservation solutions while continuously anticipating
and implementing new methods, technologies, and strategies without endangering

preservation and access.

16  The Digital Dilermma, Science and Technology Council of the Academy of Motion Picture Arts and Sciences, 2007,
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Strategic Framework, Recommendations,
and Goals

The rapid_pace of development and deployment of digital technologies are characteristic Unprecedented
features of science in the digital dimension. These technologies include digital sensor gI'O'v‘v-'TI"J in digital
information
presents an

arrays, powerful imaging technologies, adaptive computing, and increasingly more
complex and capable computational modeling and simulation approaches. As a
result of these technologies, the volume of digital scientific data is increasing at an

exponential rate. This unprecedented growth in digital information presents an equally unprecedented
unprecedented oppartunity for progress in all areas of science and engineering research o;)por{uﬁ.")‘y for
and education if, and only if, the information can be preserved, accessed, understood, progress

and applied. This recommended strategic framework responds to this apportunity with a

plan to overcome limits and maximize the scientific information potential of the digital

dimension, creating new opportunities and progress for all.

VISION

Char strategic vision 1s a digital scientific data universe in which data creation, collection, documentation, analysis,
preservation, and dissemination can be appropriately, reliably, and readily managed, thereby enhancing the retumn
on our nation's research and (L’wlo;mwm muestment E‘)_\-‘ ensunng that cfigi'tdl data realize their ﬁ(ﬂ pmmnul as
catalysts for progress in our global information society.

STRATEGY

We set out the following strategy to achieve cur strategic vision:

Create a comprehensive framework of transparent, evolvable, and extensible policies and management and
mr_ganiza!iomll structures that j}ml-mla: reliable, effective access to the Jru”. spectriem of jm})“c rﬂgiml scientific data.
Such a framework will serve as a driving force for American leadership in sdence and in a competitive, global

information society.

The framework we envision will allow digital scientific data to be readily discovered, evaluated, and used in creative
and complex combirations by specialists and non-specialists alike and will ensure that data are properly protected
and reliably preserved. This framework is based on principles for continuous, effective management of new
technologies and methods identification and adoption without endangering reliable preservation and access. The

eseential elements of our strategy are defined as follows:

¢ Theproposed “policy, management, and organizational framework” comprises:
(1} an NSTC Subcommittee for digital scientific data preservation and access; (2) the
development of agency and organizational data management polides, and (3) data life
cycle management plannmg for relevant projects and activities.

*  “Reliable, effective access” refers to strategies and systems that: (1) provide for
reliable, long-term, cost-effective preservation and access at appropriate quality; (2)
ensure high-confidence protection of privacy, confidentiality, security, and property
'rfgﬁls.' {3) enable transparent search and rﬁscrmer)‘ .:xl!xtbih'n}_’s across a wide range
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A ]
A National Map for
the 21st Century

The U5, Geological Survey (LISGS) (s working
with federal, state, and local agencies across

O
Aatinaal

the country to create @ ssemless digital bese
map for the nation. The god of The Netiond
Map (hetpfinationalmap gov) s to become

the nation’s seurce for trusted, consistent,
integrated, end current topographic infarmation
awzilable anfine for @ broad range of uses. By
integrating datg from many federal, state, ond
focal sources on an engoing basis, the currency

of resovirces and data types; (4) mcluds
appropriats matadata’ end documan tation

to allow data to be inderstond and effectively
re-used or re-purposeds and (5) provide for
effectite interoperabilicy across vepositories, ok,
Tesoces, services , and data types and formats.

o “Digital scientific data™ refers to bom-
digital emd digitized data produced by, in the
custody of, or controlled by federal agencies, or
as o result of resecerch funded by those agenciss,
that are appropriate for use or repurposing for
scientific or tectnical research and educational

applications when wsed under conditions of

June 28, 2011

and accuracy of the map are enhonced, proper protection and acthorizetion and in
accordance with all applicable lgal amd reguluory
yequirements. [t vefers o the full range of data
types and formats relevant oo all aspects of

science and engineering researck emd education

making it effective for use in @ wide variety of
applications alch s envronmentol science

and land management, neturd hazards and
EMENTEncy fesponse, and resource planning and

decisi aking.
FEAS AR in beal, regiomal, national, end globel contesas

with the corresponding breadth of patential

scientific applications end wses.

Sowrcer nationolrab ov

American
s« “American leadership™ among leadership
nations worldwide will only be achizved ;
by mobilizing the capabilities of all seccors of our greatey sociery, including ;ﬁﬁ;giﬁf

government at all levels, industry, foundations, academia, education, and e
individuals i using, supporting, and e volving the digital scientific duta snfrerse. mobilizing the
capahilities of
all sectors of

our society.

*  “Global information society” recognizes that science and tectnology co-
exist in & world where teckmology diminishes geographic, temporal, social, and
neetiomal berrizrs to discovery, access, and use of dete.

This strategy is desipned to unite the capabilities and leverage the resources of the federal
agencies and organizations in their scientific data act ivities, thereby enabling th e federal
government to serve as both leader and pantnerto all sectoss of oursociety in realizing the full potential of the

digital dimension to enable discovery, innowation, and progress.

RECOMMENDATIONS: OUTLINE AND SUPPORTING GOALS

Wie make three recommendations pursuant to this st rategy. These are presented at an outline level below, along
with a dis cussion of the goals th at support the recormmendations, The final section of this report provides a more
detailed dis cussion of the recommendations, The recommendations are intended to create synerpy by combining
action itermns for apencies to work with their commmnities of practice in pursuit of their respective missions,

The recommendations also allowfor a forum for cooperation and coordination across governnent, acad emic,

commercial, and internarional sectors,

1T Metadita are dataabout data. They include a formal desc iption of the data, as well as information on how 1o acquine the dat, and information for
using the dats, such as accuracy, security, and rights. Meadata provide the scientific, technical, contextial, repressntational, prove rance, and other
information necessary toerable creative re-use and re-purposing.
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RECOMMENDATION [: WE RECOMMEND THE CREATION OF A NATIONAL SCIENCE
AND TECHNOLOGY COUNCIL (NSTC) SUBCOMMITTEE FOR DIGITAL SCIENTIFIC DATA

PRESERVATION, ACCESS, AND INTEROPERABILITY.

The NSTC, a Cabinetlevel council, is the principal means within the executive branch to coordinate science
and technology policy across the federal research and development enterprise. The NSTC's Committee on
Science, with its charter to improve the coordination of federal efforts in science, is well positioned to pursue
frameworks for cooperation across the federal government that enhance digital scientific data preservation
and access. We recommend the creation of a Subcommittee under the Committee on Science to provide the
sustained focus and expertise needed to ensure continued leadership in this area. The proposed Subcommittee
will provide a mechanism for federal departments and agencies to (1) identify and articulate shared goals

for scientific data preservation, access, and interoperability; (2) coordinate planning, implementation,

and assessment of their data preservation and access activities; (3) achieve costeffectiveness by exploiting
shared solutions to meet mission requirements and federal standards; (4) provide a means for interaction,
collaboration, and coordination with sectors outside the federal arena, including internationally; and

(5) coordinate with relevant inter-agency and inter-governmental efforts.

RECOMMENDATION 2: WE RECOMMEND THAT APPROPRIATE DEPARTMENTS AND
AGENCIES LAY THE FOUNDATIONS FOR AGENCY DIGITAL SCIENTIFIC DATA POLICY AND
MAKE THE POLICY PUBLICLY AVAILABLE.

The appropriate departments and agencies are those who, either directly or through support to others, generate,
collect, or steward digital data relevant to science and technology research and education. Data policies should
be developed fraom a foundation of solid understanding and strong consensus on the needs, goals, and best
approaches for digital preservation and access both within an agency and across the communities it serves.
Currently, agencies are at varying stages in laying the necessary foundations and can benefit from sharing
experiences and insights through the forum of the prcup(m'.d NSTC Subcommittee. With an appropriate
foundation in place, agency data policies that address scientific data preservation and access can be developed
“1tl‘ &.T)ﬂ\mllnit" jl\p'llt al'ld 11’! Cmrdinaﬁorl “"irl'l Dl‘hef del’!artnle[‘m ﬂl\d ﬂge[lciﬁs. Tl“e .gfmls OF rl'le :‘lgt‘nc}'
data policy should be to maximize appropriate information access and utility and to provide for rational, cost-
efficient data life cycle management. Agency data policies should be publicly available and should guide and
inform the development and implementation of data management plans in individual projects and activities.

RECOMMENDATION 3: WE RECOMMEND THAT AGENCIES PROMOTE A DATA
MANAGEMENT PLANNING PROCESS FOR PROJECTS THAT GENERATE PRESERVATION
DATA.

In particular, agencies could consider requiring data management plans for projects that will generate
preseuvarion data'® Advance planning for data pre:servaﬁon and access can ensure that appropfiate, costeffective
strategies are identified, and the digital products of research can be made widely available to catalyze progress.
Data management plans should provide for the full digital data life cycle and should describe, as applicable, the
types of digital data to be produced; the standards to be used; provisions and conditions for access; requirements
for protection of appropriate privacy, confidentiality, security, or intellectual property rights; and provisions for
longterm preservation (including means for continuously assessing what to keep and for how long).

These recommendations are designed to combine agency actions with interagency and multisector cooperation

and coordination to pursue the following six goals, which were based on the findings of the I'WGDD during its
deliberations.

18 “Preservation data” ar2 defined herein as those digital scientific data (either created in digital form or digitized) for which the benefits of preservation are

likely to exceed the costs (including the costs of ongoing curation, protection, dissemination, quality control and validation, and migration to new formats
and technologies). Inherent in this definition is the need to conduct effective cost/benefit analyses to enable rational decisions about preservation.
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GOAL |- BEBOTH LEADER AND PARTMNER
Findings: fed eral agencies are unique in (1) their

responsibilities for pathering dara forscience (2) their role in

funding scientific research and education; and

The Protein Data Bank
Expedites Drug Development

(3) their ability to make longterm investments, with long-

term payoffs, in the interests of societyat larpe, These unique
The Word-Wide Protein Date Bank (wwPDB) characteristics mean that the federal government must take a
provides a single, quthoritative source of leadership role both in providing for preservation and access to
information about the stcture of biological
malecules. Currently, the wwPDB contgins the
structures of almost 50,000 protein discoverad by
reseqrchers worldwids and shaned opanly with the
global community. Many of these proteins, including
enzymes, homones, and receptors, are important
drug targets. Because of the quality and quantity

of datq available vig the wwPDB, it is possible to

digital scientific data and in illuminating the path forward so
that others may follow:

It must also be recopnized that the digital dimension belongs
to all sectors of society Government
at the federal , state, and local levels;

industry acadernia; found arions;

viaulize and enalyze these molecules to allow international orpanizations; and The digital
engineered drug desizn, Many of the HIV protegse individuals aze all participants Aats cha;‘;’enge
inhibitors used in the cocktail for HIY treatment in the digital dimension and

e o . . . cannot be met
were developed Using this approach, in simitar have important interests in and
Wways, open access to this fich information resource capabilities for digital information by the federal
catalyzes progress in many fields and epplic tions. preservation and access. Therefore, govemment or
e the federal povernment has a any one sector

responsibilitg to act as a reliable and acting abone

transparent partner and as a coordinating entity, enabling all sectors to work together

in enhancing the information capabilities of the digital dimension,

The continuing emponential inerease in the amnount of digital seientific information and the everempanding
needs and expectations of users emceed both the resources and the mission scope of the federal agencies. The
digital data dhallenge cannot be met by the federal povernment or any one sector acting alone, The povernment
st act to stirmulate and facilitate investments by all sectors of society in meeting the full scope and seale of the
seientific dara challenge.

To be an effective leader and partnes the federal povernment srust (1) be responsible in meeting respective
agency and organizational needs fordigital preservation and access; (2) respect and encourape the interssts

and capabilities of stakeholdess in all sectors; (3) be innovative, creating ememplary resources and capabilities
to demornstrate feasibility, and establish and disseminate best pracrices foruse in othersectoms; (4) provide

a coherent tnechanism for interaction with othersectors; and (3) promote comrmunication and facilitate
pattnering among all sectosm. Implemented together, the recornmend ations add ress all of these responsibilities.

GOAL 2 MAXIMIZE DIGITAL DATA ACCESS AND LITILITY

Findings: Enhanced capabilities for finding, using, and integrating information accelerate the pace of discovery
and innovation, Adwanced information capabilities and better access to digital data will make Aterica more
cotnpetitive in a digital wodd, Thus, a eritieal requirement for Armerican competitiveness is to establish and
continuously improve a robust and pervasive information infrastruenire to mawimnize access to digital scientific

data,

Scientific information in an accessible and interoperable digital environment has the characteristics of a public
good. The information is not destroyed and its value i not dirninished upon use. On the contrary, digital access
has a catalytic effect, multiplying the value of information through repeated use by a wide varietyof usess in a
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GEOSS and IEOS

A System of Systems

U.S. Integrated Earth
Observation System (IEOS):
A Contribution to the Global
Earth Observation System of
Systems (GEOSS)

Earth observations are the data collected about

the Earth's land, atmosphere, oceans, biosphere,

and near-space environment. These data are
collected by means of instruments that sense or
measure the physical, chemical and/or biological
properties of the Earth. These data provide
critical information to ossess climate change and
its impocts; ensure healthy air quality; menage
ocean, water, mineral and other natural resources:
monitor land cover and land use change, measure
agricultural productivity end trends; end reduce
disaster losses,

The Strategic Plan for the U.S. Integrated Earth
Observation System directly supports the efforts of
more than 70 countries who are working together
to ochieve a GEQSS — interconnecting a diverse
and growing array of instruments and systems for
monitoring and forecasting changes in the giobal
environment.

diversity of settings and applications. This
requires effective coordination, extensive
Digital access
has a catalytic
effect,
multiplying
the value of
information

interoperability, and innovative tools and
services across the full spectrum of digital

presermtion and access resources,

The proposed NSTC Subcommittee is
intended to take the lead for the federal
government, working in local to global

contexts with all sectors of society, o

develop mechanizms for maximizing
access and utlity for digital scientific
data. Examples of such mechanisms include; (1) continued
improvement in interoperability across all layers (from software

to hardware to networks and resnm‘ces:),- (2) int‘egm tion of

data from various sources and across projects and disciplines;

(3) comprehensive, global, and transparent search, query, and
retrieval capabilities; (4) development, continuing evolution,
broad adoption, and regular use of appropriate, community-
based, costeffective standards designed to allow efficient
information use in innovative ways and in complex combinations;
(5) encouragement of digital preservation programs explicitly
aimed at facilitating sustained access; (0) promotion of ready
access to appropriate documentation and metadata; and (7)
reliable protection of security, privacy, confidentiality, and

iI'I'l(‘.Iil‘CTllﬂ] pl’(‘Jp(T”Y ri L‘{IIE il'l l'.()'[llpll‘.)i (iﬂ'l'd environments.

GOAL 3: IMPLEMENT RATIONAL, COST-EFFICIENT
PLANNING AND MANAGEMENT PROCESSES

Findings: The tatal volume of digital data and the rates at which data are being created globally are increasing

rapidly. Mobilizing these data in the service of scientific progress without incurring overwhelming costz or

risking loss Tequires robust p].unning and management processes. These processes must be designed to optimize

current resources at all levels, to exploit economies of scale and shared, costeffective solutions, to anticipate new

loads and demands, and to evaluate opportunities and challenges posed by rapidly changing technologies.

The NSTC Subcommittee, working with the appropriate departments and agencies, is well positioned to

gdl.l'l(\‘]' 'dﬂd ﬁi'l'é'ﬂ‘ across sectors illr{)rll]zti()n T(‘iﬂll‘.d [0 COsls HI'Id IX‘.‘F[ prat'.l.ic(:s f(TT [)T{.‘.‘ILTTV'(IIIIUI'I, [)TUECUI{DI],

dissemination, curation, and migration. This will promote a culture of awareness and capacity for dara life cycle

management to ensure usable, efficient, cost-effective solutions to data preservation and access.

The process of developing and implementing an agency data policy would be facilitated by the designated

agency representative to the Subcommittee. The designee could support the development and maintenance

of the agency dara policy, ensure that the policy supports the agency mission, provide for appropriate access

and preservation of the digital scientific assets, and coordinate with other agencies, sectors, and international

partners to further national interests and capabilities. This position requires experience in science, research, and

education, and in the full scientific digital data life cycle (see Appendix B).
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Earth Bhserobop Syunem Dava A Juburmation §pstenm

Earth Observing System Data &
Information System (EQSDIS)

The Earth Observing System Data and Information
System (EQSDIS) manages and disuibutes mare
than 2,700 types of data products end associated
services for use in interdisciplinary studies of the
Earth system through its deven datg centers.
These data centers process, archive, document,
and distribute data fiom NASAS pastand current
Earth system sclence research soteliites, fiefd
proFrams and aircraft platorms, currenty
surperting the daily ingest of over 2 tergbytes (TB)
of sateflite instrument date. Over 4.9 petabytes
(PBI are anchived. tn 2007 alone, over 100 miflion
products were distibuted to over [65 000 unique
users, and approximately 3 mitlion science,
government, industry, education ond policy-maker
users gccessed EQSDIS,

The data held ot the EQSDIS date centers are
interoperable with data from Earth ohaendation
communities around the world using ¢ componant
called the EQOS Clagring HOuse (ECHO).

Sowreer herpyiboreach e nora gowabace bl

GOAL 4; EMPOMWER THE CLURRENT GEMERATION
YWHILE PREPARING THE MEXT

Findings: To extend the benefits of ourstrategic vision to all,
the education and training to use and manage the current data
infrastructure and to develop the future data infrastrucrure
must be widely accessible. If appropriately designed and
implernented, the data infrastructure itself can be a robust
resou ree for meeting these education and training needs,

Retnaining globally competitive in devel oping the data
capabilities of the future requires both ensuring that future
generations of scientists and technologists are capable of
operating in the fast-moving wodd of network and information
technologies and providing for the decades-long horizons of
digital preservation and aceess. Assembling an appropriate
new cohort of computer and information selentists,
cyherinfrastructure and digital technolopies emperts, digital
library and archival scientists, social and behavioral scientists,
and othess with the requisite skills and expertise to meet this
dual challenge can only be done through the combined efforts
of the government, education, research, and tech nologysectors.
Keyto this effort will be increasing the number of praduates in
critical areas such as comnputer and information seiences and
mathematics.

It is erucial that edueation and training activities be integral
to all of the federal science data investinents. Faeilitating the
diffus ion UF tlﬂe Sk.]l.lls and kno“&‘ledge necessary to benefit me

the digital dirnension & ssential to achisving ourstratemic

vision and rnust be integral to all federal science data activities. The NSTC Subcomtnittee can playa critical

role in promoting coordination of education and training among federal departments and agencies and in

partnerships with the education, research, and technology secrors. This activity could indude the development

of joint proprams for research and developrnent in the design, implementation, assessment, and evaluation of

educational programs.

The nation needs to identify and promote the emerpence of newdisciplines and specialists espert in add ressing

the compler and dynamic challenges of digital preservation, sustained access, reuse and repusmposing of data,

Many disciplines are s eeing the emergence of a newtype of data science and managernent expert, accotmnplished

inthe computer, information, and data sciences arenas and in anotherdomain seience, These individuals are

keyto the eurrent and Future success of the scientific enterprise. H owever, th ese individuals often receive lirtle

recognition for their contributions and have limited career paths. Critical challenpes in achieving ourstrategic
vision include providing an effective pipeline of data professionals to ensure that the needs and opportunities of

the future can be met and providing these professionals with appropriate revmrds and recopnition,

The NETC Subcomenittes will also have an essential role in promoting data seience and managesment as a

career path with appropriate recognition and rewards structures, The federal povernment can be beoth leader

and partner in this arena, using its own propramms as models forsuccess and supporting innovative and effective
approaches in other sectors, Akey goal is to encourage and enable the best and brightest to commit to careers in

all aspects of data science to meet the growing needs of ourdigital society and econormy. Further, specialists in
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The Case for Blodiversity
Data Interoperability

invading alien speciesin the United States couse
sgnificent environmental demage, with losses edding
W to almest § 120 bitivn per year!. Cholera bacteria
and toxic dinofiogeliates have bean discovered in
ballast water of cargo ships. Yellow fever vectors

hove spread to new continents in imported tres.
Hardwood trees in Amesican dities are being Killed by
Asian bestles introduced in wooden packing crates. A
coordinated, global gpproach is necessary o detect,
wnderstand, and manage the lerge- scale movement
of species. While many elactronic datobases provids
invasive speces information, they are not yet fully
intercperable. The ebility to combine dote fome
varisty of sowes is needed topredict end manage
invasion threats byintepretng on invasve species’
ability to spread into pertouler regions, colaleting
its rate of dispersal, and predicting its fuure range. 4
global information system that enables interopermbility
across o diversity of digital resources will require
cooperative action ot national and international
fevels 2

\Dpiiel Pirnental, Rodalfo Zunign and Doug Marsa.
‘Integrating Ecologr and Econoemics in Control Eaoimasions.
Ecolggical Economics, " Yolume 52, bsue 3, |15 Februay
2005 Pages 273288

3 yrerpted fFom Anthany Ricciard, William W, M. Stains,
Richarel M. iack, and Caniel Simberloff. “Toward a Gibal
infirmction System of Invesive Spaciss,” icScianca, Yol SO,
Mod, frarch 2000, pp 237-244

information disciplines (e.g., digital curation and preservation
and library and archival sciences) should be given incentives
to obtain additional education and training to enable their
effective participation in the digital dimension.

Agencies should identify the skills and expertise needed

to effectively manage theirdata resources, The NSTC
Subcommittee can be a source of lessons learned and
information sharing among the agencies in this regard, Budget
planning and cost analyes conducted by the departments

and agencies fortheirdata preservation and access activities
should consider the costs of education and training programs,
including assessment and evaluation, designed to enhance
access and utility for their digital resources.

GOAL 5 SUPPORT GLOBAL CAPABILITY
Findings: The digital dimension &
global. Science, like many aspects of our
global knowledge society, is not limited
by national boundaries. Continued

11,5, leadeship in science will

require robust access to information

The digita
dimension is

resources, as well as opportunities for

collaboration around the wodd. The

American digital preservation and

access Framework must be effectively international - functionally
integrated and closely coordinated with counterparts around

the globe.

These global characteristics and needs will require U3,
investment in (1) shared, international data resources, (2)
transparent linkage of U.S. systems and resources to theirglobal
counterparts, (3) development, evolution, and integration of
appropriate standands, formats, conventions, and cther means

to provide for interoperability across international boundaries, and (4) efforts to harmonize appropriate legal,

regulatory, and policy frameworks to reduce barriers to cooperation, collaboration, and the pusuit of shared

goals.

Partnering cutside the 1.8, requires an accessible point of contact, transparent policy frameworks, and
coherence and coordination among federal agencies. The proposed MSTC Subcommittee s well positioned to
provide these capabilities and to promote coordination of U.S. data activities with those of cur international

counterparts,

Where appropriate, data policies developed by departments and agencies should explicitly address plans for
achieving global capability, Such policies and plans should identify relevant international stakeholders, processes
forstandards development and implementation, strategies for enhancing cooperation and coordination to
achieve enhanced data access and utility, and mechanisms to identify opportunities for cost savings through
economies of scale and sharing of rescurces within the contest of a competitive zlobal economy.
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IPUMS

~ International

Digital Data Importance to
Soctal and Behavioral Sclences

The study of poweful large-scale trends such as
ecanomic develapment, urbenize tion, expanding
rnigration, population aging, and mass education

by social, behaviond!, @nd other scientists requires
access to global-sc dle micro-date — data about
individuals, households, and families collected by
census offices around the world, The integrated fablic
Lize Microdata Saries (IPLIME) provides ressarchers
and educators with interoperabls aocess to datg from
maore than [T censuses in 35 countries representing
more than 260,000,000 person records. Thispowerfll
digital collection mests critical research nesds while
Accessiully presenving epproprigteprivacy and
confidentiality rights, allowing researchers to construct
fram eworks for analyzing and viualzing the world 5
population in time and spece to understand egents

of change, to assess thelrimplications for seciety end
the environment, and to develop policies and plans to
mest future challenges atlocal, remiondl, natiend, and
global scdles.

For additional infarmation, see; httpsffinternational.
fums.ongfinterna tengt/

GOAL 6 ENABLE COMMUNITIES OF PRACTICE

Findings: Scientificdata exist in many different types and
fortnats subject to varying legal, eultural, protection, and
practical constraints, They are often used in different ways
according to their conterts and b ave varying life cyele
recuirernents, Data authos, managess, and users often cotne
from different disciplinary, professional, cultural, and other
settings with different needs, expectations, responsibilities,
authorities, and expertise. These experts are subject to varying
legal, physical, scientific, cultural, and other constraints,

This divessity in data, individuals, institutions, disciplines,
conterts, and cultures is astrength of the American scientific
research and education sywtem. Onesizefits-all solutions
st be avoided. Solutions should support comemunities of
practice and lesrerage their capabilities while protnoting data
integration and interoperability, Because th ese communities
of practice are changing the way data are used and reused
and the wayscience in these communities is done, these
cotnmunity processes present an oppotunity for research in

th e social, behawvioral, and other sciences,

Diata stewardship is best accomplish ed
in asystern that includes distributed

collections and repositories maintained

Diversity is a
strength of

wh ere the custodian has trusted
cotnmunityproxy status with the relevant

communities of practice.” Solutions the American
should support such a distributed system, scientific
recognizing the diverse interests of all sysfem.

of th e stakeholders while promoting
federation and interoperability,

Federal departments and agencies and the proposed NETC Subcommittee will need

to engage comtminities of practice and the leadeship of communirghased collections and repositories in

pursuing digital data preservation and aceess poals. mplementing the recommend ations of this rep ort will

require extens ive comrmunity consultation mechanisims and a fullypasticipatory approach to data aetivities.

Such medianisins should beused in proroting interoperability and federation, devel oping standards and

formats, implementing agency requirements for deposition and aceess, desipning capabilities and features for

June 28, 2011

toals and services, and other data activities. Resulting policyand implementation plans should reflect the needs,
capabilities, and interests of the broad diversity of stakeh olders.

1% The role of community-based collections in a data colkctions universs & addressed by the MNational Science Board in it report "Long- lived Digital Cam
Collections: Enabling Ressarch and Bducation in the 21st Century” isee Appendix D for reference). In this report, "community proey * is defined =
the escplicit or implicit autharity from the community to male choices on its behalf on iss ues such == collection curation, acoess policies, standards and
ontology development, annotation content, et
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RECOMMENDATIONS: KEY ELEMENTS

The three recommendations of this report - creation of an NSTC Subcommittee, development of agency data
policie

3 'xlnd Pr(“'iﬁt(]nﬁ l.(”' d:—][}l Tni"'lﬂgt‘!n(‘.n' pl:tns - are d(‘sjgﬂ{fd 1o “"l“'k l('}gt‘.'lllf.‘r In T(f‘.'ihﬁpi ng Tl'l(' dig‘hﬂl
scientific data landscape. They provide a national management framework for meeting the six goals outlined above.

The kcy elements of each recommendation that ensure tl‘lc}' can work in combination are set out below.

RECOMMENDATION | — CREATION OF AN NSTC SUBCOMMITTEE

'l‘l“' Sllh’(‘[.““l” []‘.C(‘ \vi]l I-Dﬂ:lﬁ on E_(}Rl‘i Lhﬂl are 1,“.‘;'[ Hddf&‘sﬁt‘d thr(}llf_‘_’h l)r()ﬂd C(x‘l.x‘.rﬂtiu" ﬂr\d rﬂ(}rdi I'IHL'iDn,
while the agencies will pursue goals specific to their respective missions and communities of practice. Examples
of focus areas for the Subcommittee include the following. The priorities for these areas will be set by the

mem bt.‘rl‘ ()I- T ht‘. SL] k}{'.(“TI mittee.

Extended Mational Coordination. Engage with federal agencies outside the NSTC Subcommittee,
government at the state and local levels, other interagency coordination groups (including other relevant
NSTC groups), and the commercial, academic, educational, and non-profit sectors. Goals include
identifying shared opportunities and challenges, gaps and unmet needs, synergies and parmerships, and
economies cf scale or shared Investrments, which would allow the federal government 1o serve as both leader

and partner for digital scientific data preservation and access.

International Coordination. Engage with foreign national and international agencies and entities in the

government, commercial, academic, educational, and non-profit sectors. Goals include identifying shared
opportunities and challenges, gaps and unmet needs, synergies and partnerships, and economies of scale
or 5l]aft‘d iI'l‘J'L\!illTlCan' \Vl'lic}'l \\"(_)u].d a":_)\\' d'l(_‘ I‘l.‘(itf'd{ g‘(.’\"(.‘rl'lnl{‘n[ 1O serve as I:’(_‘d'l l(:ad(.‘r al]d pﬂrLl‘tCr 1‘()1'

digital scientific data preservation and access.

Education and Workforce. Enable the current generation and develop the next generation of leaders and
innovators in data science and tecbnnlog‘,; h}r roo:rdilmring the activities of the NSTC Subcommittee and itz

partners anc engaging stakeholders in other sectors.

Data Innovation Research. Coordinate research to support digital scientific data innovation. Examples of
digital data innovation research include methods for assessing or achieving scalability, systems integration,
and design robustness, including fault tolerance in evaluating the application of one or more inventions to

particular applications or needs.

Data Systems Implementation and Deployment. Promote greater capability and capacity in implementation
design and deployment of data software, hardware, and systems. The Subcommittee will encourage
adoption and implementation of data preservation and access strategies, concepts, and best practices,

It will also promote efficient reuse and adoption of tools and technologies to facilitate integration and
interoperability.

Data Discovery and Dissemination. Promote enhanced capabilities for finding, understanding, visualizing,
and interacting with data. The Subcommittee will support diverse uses through a coordinated set of relevant
technologies and will disseminate information about available data.

Data Protection. Develop strategies, concepts, and tools for protecting data security, privacy, confidentiality,

and intellectual property rights, and for enabling effective user access, authentication, authorization, and
accounting protocols and frameworks.
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Data Quality and Disposition. Develop concepts, strategies, and tools for data quality assessment and
control, validation, authentication, provenance, and attribution. The Subcommittee will promote the
development and sharing of best practices for dispesition decision-making (i.e., which dara should be kepr,
for how long, and by what entities), including strategies and practices for understanding the relationship
between cost and benefits.””

Integration and Interoperability. Promote strategies, approaches, investments, and parmerships that enable
the effective integration and interoperability of data and data tools, systems, services, and resources. The
Subcommittee will promote the identification, use, and continuing evolution of existing standards and the
development of standards where needed. This ensures coherent identification of distributed data, enhances
coordination of the activities of the NSTC Subcommittee and itz partners, and engages other sectors with
the goal of enabling the creative use of digital scientific data in innovative combinations for purposes of

discovery, innovation, and progress.

The activities of the Subcommittee should include close cooperation with the other relevant NSTC entites.
Two of these are especially relevant in the digital scientific data landscape, and their relationship to the

proposed new Subcommittee can be summarized as follows:

R.elnl:iunsl'lip to the NITRD Subcommittee. The ?\‘ctwurking and Information Tl‘thnulngy Research and
Development Subcommittee (NITRD) focuses on the invention phase (i.e., basic research to prototype/
proof of concept) of the invention-innovation-implementation-design-deployment® cycle of technology
change. The proposed NSTC Subcommittee on Digital Scientific Data focuses on innovation through
deployment. There is necessarily both overlap and dependency between phases in this cyele, and close
communication and coordination between these two groups will be implemented to manage and leverage
appropriate linkage between phases, This interaction will ensure that the most promizing and innovative
research outputs can be considered for further development and that the research process is responsive to

the real-world needs of the ilnplcnmnmlion sector.

Relationship to the Scientific Collections IWG. The Scientific Collections Interagency Working Group
focuses on collections of physical objects relevant to science (e.g., biclogical specimens, drilling cores,
fossils). Collections of digital counterparts to such physical objectz (e.g, digital images or 3-dimensional
digital renderings) fall within the purview of the proposed NSTC Subcommittee on Digital Scientific
Data. These two groups will closely coordinate to manage the relationship between the physical and digital
collection realms and 1o enable rational, cost-efficient decizion making about digitization for preservation

R!'Id aAcCCess,

RECOMMENDATION 2 - AGENCY DIGITAL DATA POLICY

The second key element of the strategic framework is that appropriate departments and agencies lay the
foundations for agency digital scientific data policy and make the policy publicly available. In laying these
foundations, agencies should consider all components of a comprehensive policy to address the full data
management life cycle. Examples of such components include the following:

20 The benefits of digital preservation must be continuously weighed against the costs. Assessment of benefits must rely extensively on input from the
relevant stakeholder communities, be conducted openly, and be consistent with the mission of the relevant department or agency. Such assessment
should include consideration of the full range of benefits, both tangble and intangible. The assessment should compare the costs of preserving a data
set with the possibility and costs of regenerating the data. When reproducing data is not possible, preservation should be the preferred choice where
feasible. Cost analyses should be informed by comprehensive and reliable information. Similar analyses should be conducted for plans to digitize physi-
cal artifacts (books, documents, reference samples and specimens, ete ) for preservation and access. Recognizing that current analyses are limited by
the lack of comprehensive economic theory and management frameworks for long-term digital preservation, agencies should work together to sup-
portresearch and development to improve the conceptual foundations and methodologies in this area.

21 We distinguith between “invention” and “innovation” in the manner of Schumpeter (see Schumpeter, JA_ Business Cycles. New York, McGraw Hill.
1939), with “invention” referring to the discovery of new concepts or devices and “innovation” as the areative use, modification, or combination of
existing concepts and devices for desired applications.
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Statement of guiding principles for digital scientific data preservation and access. The principles should
provide clear guidelines for those conducting the data planning and implementation activities of the agency
and for those seeking to partner with the agency in pursuing shared data goals. Thig includes eriteria for
determining whether data are appropriate for preservation and access. Further, the principles must be in
accardance with the provisions of the Papenvoik Reduction Act (44 11.5.C. 3501 et seq.), OMB Circular A- 130,
the America COMPETES Act, the Data Quality Act, the Federal Funding Accountability and Transparency Act
(FEATA), and other applicable policy, regulatory, and statutory requirements. The agency digital data policy
should cite the relevant governing documents wherever appropriate.

Assignment of responsibilities. The roles of agency offices and officials in implementing the agency
digital data policy should be described to ensure clear lines of authority and accountability and to provide
transparency for those working within and ouwside the agency on digital data matters. This should include
provisions for a designated, cognizant senior science official serving as Science Data Officer to coordinate
the digital data activities of the agency and to serve as representative to the Subcommittee on Digital
Scientific Data.

Description of mechanisms for access to specialized data policies. Agencies may support various
communities of practice and distinet data types, formats, and contexts, and they may have differing
programmatic goals, needs, and resources. Such agencies should have a harmonized suite of corresponding,
specialized data policies. The comprehensive agency digital data policy should describe mechanisms o

provide easy and transparent access to the agency's full portfolio of specialized data policies.

Statement cf intentions and mechanisms for cooperation, coordination, and partnerships. The agency

digital data policy should describe the agency's intentions and mechanisms for cooperation, coordination,

and parmerships across sectors, Such sectors can include government at the national, state, or local levels, as

well as industry, academia, education, non-profits, and international entities.

Provisions for updating and revisions. The agency digital dara policy must be a living document if it is to
remain relevant and effective in a dynamic landscape. The policy should describe the mechanisms to be
used for updating and revising the document to ensure it is responsive to change and opportunity.

RECOMMENDATION 3 - DATA MANAGEMENT PLAN ELEMENTS

The third key element of the strategic [ramework is for all agencies to promote a data management planning
process for projects that generate preservation data. This includes preparing a data management plan in
proposals for activities that will generate digital scientific data. Examples of elements that should be considered
in such a data management plan are listed below. This listing can be consulted by agencies in developing an
appropriate portfolio of specialized data management policies, with each policy crafted for the community and
context in which a particular project or projects will be conducted. Each specialized policy may include or omit
any of the elements listed below or add others as appropriate to the particular application or context.

Description. Brief, high-level description of the digital scientific data to be produced.

Impact. Discussion of possible impact of the data within the immediate field, in other fields, and any

l)’l’()&l({(‘l’, 5(}(’.:(‘.'?‘]1 il'l'lI?’dCl- Ind[('}ll(: |Kl\v\' 1}1(’ ('l'dta management pl'rlI'I Wiu mnx[lnizr 'l'l'l(' \'Hl\ll,‘ ('}E- Il‘l(’ ('liilﬂ.

Content and Format. Statement of plans for data and metadata content and format, including description
of documentation plans and rationale for selection of appropriate standards. Existing, accepted standards
should be used where possible. Where standards are missing or inadequate, alternate strategies for enabling
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L{ill'd TCAUSC ﬂl'ld n:-purpot‘-inﬂ 5}.1(_'“.[[(.1 lX‘ L{(.‘!.‘{.'l'iLK‘d, ﬂl'ld 'rl‘,.‘:'[lt_'llt‘.‘i ‘;"ll()uld b(.‘ 'd[(_‘l'l(.‘d- w IICL‘{S 1‘0[ sl.andards

development or evolution.

Protection. Statement of plans, where appropriate and necessary, for protection of privacy, confidentiality,
security, intellectual property and other rights.
scription and rationale

Access. Description of plans for providing access to data. This should include a d

for any restrictions on who may access the data under what conditions and a timeline lor providing access.

This should alsoinclude a description of the resources and capabilities (equipment, connections, systems,
expertise, etc.) needed to meet anticipated requests. These resources and capabilities should be appropriate
f('}r t}!(‘ [)T{}}(‘.(".(‘(! l]FHg‘r E](i(lf(‘ssillﬂ any FF)L‘(:jﬂl r(.'(lllir{'.r"(‘!]“i Fil('l'l as ii](]ﬁ(‘ ﬂSF(x'iﬂT(‘fj “’il}‘ SIT(THTII"I]Q’ \"l‘(i“(’ or

audio, movement of massive data sets, etc.,

Preservation. Description of plans for preserving data in accessible form. Plans should include a timeline
proposing how long the data are to be preserved, outlining any changes in access anticipated during the
preservation timeline, and documenting the resources and capabilities (e.g., equipment, connections,
systems, L:xpcrlisu) needed to meet the preservation ;_pahs. Where data will be prcscr\-'cd qund the duration
of direct project funding, a description of other funding sources or institutional commitments necessary to

H‘:hl‘t‘.\"l.‘ [ht‘ l{)ngtcrm prcﬂ?n-‘atiun 'dl'ld access I;_VUHIS Fh('ﬁlid b{‘ p!’(]\-’j(it‘.('.

Transfer of Responsibility. Description of plans for changes in preservation and access responsibility.
Where responsibility for continuing documentation, annotation, curation, access, and preservation (or
its counterparts, de-accessioning or disposal) will move from one entity or institution to another during
the anticipated cata life cyele, plans for managing the exchange and documentation of the necessary

commitments and agreements should be provided.
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Appendix A

Interagency Working Group on Digital Data
Terms of Reference (Charter)
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A. INTERAGENCY WORKING GROUP ON DIGITAL DATA TERMS OF
REFERENCE (CHARTER)

LS, TERMS OF REFERENCE of the

i

I O . INTERAGENCY WORKING GROUP ON DIGITAL DATA
B e/ 5 COMMITTEE ON SCIENCE

e NATIONAL SCIENCE AND TECHNOLOGY COUNCIL
PREAMBLE

The Interagency Working G roup on Digital Data (the “Interagency Working Group” or WG ™) is herehy established
by the Committee on Science (“the Committee” or “CO8"). The IWG serves as a part of the internal deliberative
process of the Committee on Science.

PURPOSE
The purpose of the [W5 is to develop and promote the implementation of a strategic plan for the federal

governtment to cultivate an open interoperable framewntk to ensure relisble preservation and effective access to
digital data for research, development, and education in scienes, tedinology, and engineering, Forthe purposes of
this domument, digital data are defined as anyinformation that can be stored digitallyand accessed electronically
with a focus specifically on data used by the federal povernment to add ress national needs or derived from research
and development funded by the federal sovernment. Analog data digitized for storage are also included. The term
“agencies” refers to federal departments, apencies, directorates, institutes, and other orpanizational entities, While
emphasis i on U8, federal entities, sclentific data managerment crosses national boundaries, and the work of this

IS wrill take into aceount international dimensions of a data framewozk,

The IS will provide a means for coordinating policy, progra ms, and budgets among federal agencies and with
pattners in othersectors. This incudes identifying and integrating requirerents, conducting joint program
planning, and developing joint strategies fordigital data preservation and access activities conducted by agency
members of the [5G, The stratepic plan should provide for cost-effective cooperation and coordination among
agencies and with the sclence, technology, and enpineering research and developrnent communities, and with
international partners and counterparts, as appropriate, to identify best practices, to encourage shared solutions to
key challenges, and to implement coordinated strategies and policies for managing digital data.

SCOPE
The scope of activities forthe [Wi5 indudes:

s Dowloping a strategic plan for the federal govermment, working i partnership with other sectors, o
enable reliable preservation of and effective aocess to digital datar, apbyopriately protected, in science,
tachnology, and engineering;

*  Promoting the implemen tation of the strategic plan through coordinacion among federal agencies and
throwgh pertnerships witk other sectors;

¢ Dowloping strategic requirements for an open interoperable data framework;

s Promoting communications amang dewelopers and wsers of digital data for research, development,
and education in science, tecknology, and engineering, to help ensure that their digital data needs are
addressed;

o Assering necessary intemational collaboration , access, and interoperability; and

o Ensuring that the activities of the IWG are mformed by and not duplicative of the ongomg activities of
other growps in arecs such as electromic health care and medical records.
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FUNCTIONS
The I'WG has the following functions and activities:
*  Faalitatmg interagency digital data strategic plan development and implementaton, including:

- .J'\ssx_'.\‘sin\g the current status nf rﬁéﬁ&d data generahion, an:ﬁiving, pre.wn-ulirm, and access

among federal agendies;

—  Prouiding a forum for agencies to exchange program-level information about agency digital data
activities;

= Recognizing agency prionties and identifying interagency prionties in digital data, idenufymg any
gaps in the federal strategy related to those areas, and promoting interagency coordination to
address these gaps;

= Mdeniifying opportunities for domestic and international collaboration, coordination, and
leveraging among agencies in specific digital data areas;

= Coordinating policy, programs, and budgets for implementing the strategic plan.

®  Faalitamg interoperability broadly and recommending means and processes to achieve it, including
mechanisms such as standards evolution and development;

s Fadlitating coordination and cooperation with the research, development, and education communities;
*  Faalitanng a strong interagency planning effort;
¢ Maintaiming and overseeing coordinating groups in specific science or technology areas;

e Maintaining active awareness of data sets in technical areas other than science, technology, and
engineering, and within the mternational commumity;

e Submitting an annual progress report to the Committee.

MEMBERSHIP

The following federal agencies are represented on the IWG:
s Departiment of Agricdture
o Departiment of Commerce
e Department of Defense
*  Department of Education
e Department of Energy
s Department of Health and Human Services
e Department of Homeland Security
*  Departiment of the Interior
*  Department of Labor
¢ Department of Justice
*  Department of State
*  Department of Transportation

¢ Department of the Treasury
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- f.)ep_trhnen! of\—"'elemns ,"-\ff;i.-'rs
s Central Intelligence Agency
*  Enuronmental Protection Agency
*  Library of Congress
¢ National Aeronautics and Space Administration
o Naconal Archives and Records Administration
*  National Science Foundation
®  The Smithsonian Institution
e US Army Corps of Engineers
The following councils and offices shall participate in IWG activities:
¢ Cownal on Environmental Quality
¢ Domestic Policy Council
¢ Homeland Security Council
*  National Economic Council
e National Security Council
¢ Office of Management and Budget
*  Office of Science and Technalagy Policy

LEADERSHIP AND OPERATIONS

Co-Chairs of the IWG shall be named by the Co-Chairs of the Committee. Intra- and inter-agency coordination, fact
finding, coordinating group efforts, and planning shall occur during and/or between the formal, scheduled TWG

meetings.

INTERACTIONS WITH OTHER ORGANIZATIONS

'-l—ll(l 1“{} "'lﬂy i[\tﬁrﬂ(f[ W‘Jfl'l ‘.ﬂhﬁ }_j.wm'nlut‘rl'l {Jl'gllli:uil'l)tls In(‘.ll".i‘l“g lil{? NSTL_: L-:()t["uiitt‘t‘. on Tt’(.'.l“\()l{)gy
(C(_‘)-l). d](.' Nt‘l\\'orkng an({ II) [6{1]!30011 -l-(.'&_l]n(.‘log}' R&Lﬁ (Nl‘lRL\) Sl.ll.’co'["n'lill(.‘(." W'}'Iic}'l rL‘pUl’l:i 1w LI'I(.‘ (‘:O-[.P
and the NITRD National Coordination Office. The IWG may also interact with federal advisory bodies such as the
President’s Council of Advisors on Science and Technology (PCAST). The I'WG may interact with and receive ad
hoc advice from other interagency groups such as CENDI and the Federal CIO Council, and from private sector
,‘__’T(“]I?.‘i‘ 1"“)&.'55“"“3' :‘(?(‘.i(‘l i(‘.ﬁ‘ 'dl'“i (‘I}‘(Tr n(}'n'g(,\'\.‘r'["]'ll.“nt (}rg{lﬂ[zﬁ [j('}nE :&u(‘.ll as 1!1{' Nﬂli{)llﬂl 1‘\"}‘(!(‘"1‘[(}5 (‘E-Sf-‘.ie!]cl‘
and Engineering, the Institute of Medicine, and the National Research Council as consistent with the Federal

Advisory Committee Act.

TERMINATION

Unless renewed by the Co-Chairs of the Committee on Science prior to its expiration, the IWG shall terminate no
later than March 31, 2009.

DETERMINATION

We hereby determine that the formation of this Interagency Working Group is in the public interest in connection
with the performance of duties imposed on the Executive Branch by law, and that such duties can best be performed
by such a group.

HARNESSING THE POWER OF DIGITAL DATA FOR SCIENCE AND SOCIETY

197 Office of Science and Technology Policy



Changing the Conduct of Science in the Information Age June 28, 2011

Ab HARNESSING THE POWER OF DIGITAL DATA FOR SCIENCE AND SOCIETY

198 Office of Science and Technology Policy



Changing the Conduct of Science in the Information Age June 28, 2011

Appendix B

Digital Data Life Cycle
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B. THE DicitaL Dara Lire CycLE

Exhibit B-1 Digital Data Life Cyele Model

IWGDD
Digital Data
Life Cycle Model

DISPOSITION
ENR-E}be)

@) 3 - ie?
"@anizations and Entit

Policy
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Exhibit B-2. Life Cycle Functions for Digital Data*

*  Plan

Determine what data need to be created or collected to support a research ugcmld or @ mission
funcuon

*  Identify and evaluate existing sources of needed data
= Identfy standards for data and metadata format and quality
= Specify actions and responsibilities for managing the data over their life cycle
e Create
= Produce or acquire data for intended purpases

= Deposit data where Ihc_\' will be kem, m;mqged and accessed for as fong as
needed to support their intended purpose

= Produce derived products in support of mtended purposes; e.g., data summares,
data aggregations, reports, publications

= Organize and store data to support intended purposes
® lnu‘}_j‘mlc 1|pd:!tt‘5 and additons into existing collections
E En}:llf{’ Ih{‘ d's”.ﬂ $ur\"i\v"("‘ in'l':l('.] li“’ as ll“‘g as I\E‘.(‘_‘ded
¢  Acquire and implement technology
—  Refresh technology to overcome obsolescence and to improve performance
= E:q_mncf storage and processing capacity as needed
Implement new technologies to support evolving needs for ingesting, processing, analysis,
searching and accessing data
e Disposition
—  Eaat Strategy: plan for transferring data to another entity should the current repository no longer
be able to keep it
= Once intended purposes are satisfied, determine whether to destroy data or transfer to another
organization sutted to addressing other needs or opportunities

*Life cycle functions are necessarily sequential in any research or other
program, but the same body of data may go through mulaple cycles as it
is used by different entities or for different purposes.
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Exhibit B-3, Data Management Functions for Scientific and Technical Data
{These functions occur across all phases of the data life cyclef

*  Document
—  Define standards for data content, form, metadata, quality, frequency of updates, etc.
= Createfmaintain metadata
= Document data history; provenance and lineage, actual data collection and processing (e.g.,
calibration, geo-referendng, noise reduction)
- Note anomalies and lacunae
= Record disposition decisions and actions

*  Organize
= Design and implement data architecture, engineering and structures
= Conform to standards

*  Protect
= Implement quality control
*  Verify and validate data on ingest
*  Ensure integrity and validity of any transformations or derived products
= Implement access restrictions
*  Respect property rights
= Protect privacy and confidentality
= Guarantee availability to authorized users
= Define user roles and pr[\’ﬂeges
* Qualify individual users
= Guarantee trustworthiness and authenticity
= Function az a trusted repository
*  Implement, maintain and monitor the security of systern and the assets stored in it
*  Implement methods for ensuring and verifying authenticity

Acquire data from existing sources

= Catalogue and describe as to content, quality, availability, etc.

= Ensure coherent identification of distributed data

—  Disseminate information about available data

= Support diverse uses Ihrrm,gh an appropriate variety of rechilulugics

= Support a varety of methods of discovery, analysis, repurposing, dissemination, presentation
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Appendix C

Organizations, Individuals, Roles, Sectors, and Types

HARNESSING THE POWER OF DIGITAL DATA FOR SCIENCE AND SOCIETY e

205 Office of Science and Technology Policy



Changing the Conduct of Science in the Information Age June 28, 2011

c2 HARNESSING THE POWER OF DIGITAL DATA FOR SCIENCE AND SQCIETY

206 Office of Science and Technology Policy



Changing the Conduct of Science in the Information Age June 28, 2011

C.  Organizations, Individuals, Roles, Sectors, and Types
1. Enuties by Role

Entities by Individual

Entties by Sector

I!“.'h\"[tillﬂl!i l’v R{)i(‘

W L

Individuals by Life Cycle Phase/Function
6. Entties by Life Cycle Phase/Function

Exhibit C-1. Entities by Role

ENTITY TYPE ROLE EXAMPLES
Research Collect or produce data through original research European Bioinformatics Institute
Projects Develop and validate improved testing methods American National Election Survey
Develop data collection or production instruments, Framingham Heart Study
techniques, or processes General Social Survey
Operate laboratories or observatorias Mational Toxicology Program
Preserve original and/or derived data MIST Physics Laboratory
Produce publications from research Panel Study of Incame Dynamics
Preduce refined data products through calibration, LINAVCO
geo-referencing, or other enhancement of
raw data

Collect data from other producers
Provide access to bibliographic data about research
Previde access to original or derived data

Data Centers Collect data from other producers Government Agencies: Science Data
[Statistical Collect or produce data through original research Centers
Agencies Combine data frem multiple sources Center for Earth Resources
Develop data collection or production instruments, Observation and Science
tachniques, or processes MNational Climactic Data Center
Preserve original or derived data sets National Oceanographic Data Center
Premote collabaration on production, dissemination NSF's Census Research Data Centers

or management of data
Previde access to original or derived data
Previde resources or services for analyzing or processing data
Publish research results

Collect or produce data through original research Government Agencies: Statistical
Combine data from multiple sources Agencies

Collect data from other producers Bureau of Census

Previde resources or services for analyzing or processing data Census State Data Center Program
Provide access to original or derfved data Division of Science Resources Statistics
Previde financing for prejects in other organizations to produce, NSF Economic Research Service

disseminate, or access data
Previde training on information dissemination and access

Analyze and revise data to improve their quality Private Sector Centers/Activities
Collect data from other producers Chandra X-ray Center at the Smithsanian
Collect or produce data through original research Astrophysical Observatory
Combine data from multiple sources Economic and Social Data Service
Develop data collection or production instruments, LUK National Optical

technigues, or processes Astronomy Observatory
Operate laboratories or observatories Space Telescope Science Institute
Preserve original or derived data sets Worldwide Protein Dara Bank

Premote collaboration on preduction, dissemination or
management of data

Previde access to bibliographic or other reference data

Provide access to original or derived data

Previde resources or services for analyzing or processing data

Previde training on data analysis, processing or management
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Exhibit C-1. Entities by Role
ENTITY TYPE ROLE EXAMPLES
Libraries Analyze and revise data to improve their quality or usefulness National Library of Medicine
Collect derived data products, principally publications Wellcome Library
Combine data from multiple sources
Convertanalog information or materials to digital formats
Create bibliographic and other reference data
Develop instruments, techniques, or processes for data collection or
production, processing, g or di ination
Develop and enhance software tools that will
enable gene discovery
Preserve publications
Preserve original and/or derived data
Provide access to bibliographic or other reference data
Provide access to publications
Provide financing for projects in other organizations
to produce, disseminate, or access data
Information Collect or produce data through original research Astrophysics Data System
Service Conduct data management research Inter-university Consortium for Political
Providers Promote improved data management and Social Research
Provide data management services, tools or facilities Journal of the American Statistical
Provide tools for data dissemination Association Data Archive
Fromote collaboration on production, dissemination National Association of Health Data
or management of data Organizations
Promote data sharing National Fusion Grid
Collect data from other producers Semantic Web for Health Care and Life
Publish research results Sciences Interest Group
Frovide access to bibliographic or other reference data Sociometrics Social Science Electronic
Provide access to publications Data Library
Provide access to original or derived data
Preserve original or derived data sets
Provide training materials for data analysis
Frovide training on use of scientific data in different contexts
Research and develop computational capabilities
for science and engineering
Archives Articulate criteria and tools for assessing compliance with standards Mational Archives and Records
Collect data from other producers Administration
Develop and promulgate data standards National Data Archive on Child Abuse
Preserve original or derived data sets and Neglect
Preserve publications Open Archives Initiative
Pravide access to bibligraphic or other reference data UK Data Archive
Provide access to original or derived data
Provide access to publications
Provide resources or services for analyzing or processing data
Provide training on data analysis, processing or management
Provide training on life cycle management
Museums Collect or produce data through original research Field Museum
Convertanalog information or materials to digital formats Muséum national d'Histeire naturelle
Operate laboratories or observatories Smithsonian Museums
Preserve original or derived data sets Yale Peabody Museum
Frovide access to bibliographic or other reference data
Provide access to original or derived data
Frovide resources or services for analyzing or processing data
Publish research results
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National /
International
Infrastructure

Exhibit C-1. Entities by Role

Develop and promulgate data standards

Organizefsponsor conferences

Premote collaboration on preduction, dissemination
or management of data

Premote data sharing

Previde access to bibliographic or other reference data

Previde access to original or derived data

Previde access to publications

Council of European Social Science
Data Archives

Global Price and Income Histery Group
— University California/Davis

Integrated Public Use Microdata Series
International

Luxembourg Income Study

National Biological Information
Infrastructure

Mational Spatial Data Infrastructure

STI Centers

Collect data from other producers

Determine policies regarding collection, content, quality,
peer review and dissemination of data

Fremote collaboration on preduction, dissemination or
management of data

Previde access to bibliegraphic or other reference data

Previde access to original or derived data

Previde access to publications

Previde data management services, tools or facilities

DoD, Defense Technical
Information Center
DOE, Cffice of Scientific
and Technical Information
NASA Technical Reports Server

Computer
Centers

Enable formation of virtual organizations through
computational and data grids
Preserve original or derived data
Previde facilities and vehicles for collaboration
Previde tools for data processing, access, and use
Previde training on use of tools for data processing, access, and use
Research and develop computational capabilities for science
and engineering
Store and process data

MNational Center for Supercomputing
Applications

Renaissance Computing Institute

San Diego Supercomputer Center

Standards
Bodies

Develop and promulgate data standards

Premote data sharing

Previde training on implementation of data standards

Publish books and periodicals on data standards and their use
Register service providers deemed competent in data standards

Clinical Data Interchange
Standards Consortium
Consultative Committee on

Space Data Systems

Audit/
Accreditation
Bodies

Accredit laboratories’ technical qualifications and competence
to carry out specific calibrations or tests
Articulate criteria and tools for assessing compliance with standards
Audit data production, management, preservation and
dissemination activities

Government Accountability Office

NIST, National Voluntary Laboratory
Accreditation Program

Research Libraries Group

Infermation
Distributors

Collect data from other producers

Previde access to bibliegraphic or other reference data
Prcvide peer review of publications

Previde access to publications

Previde access to original or derived data

Publish research results

Previde training en information dissemination and access
Preserve original or derived data

Freserve publications

EconData.Net

Elsevier

International Network for the Availability
of Scientific Publications

Internet Scientific Publications

Journdl of the American Medical Association

Thomson Reuters

Hardware
Software
Developers/
Suppliers

Previde tools for data production, processing, preservation,
access, and use

Research and develop computational capabilities for science
and engineering

IT industry
Open source software collaborations
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Exhibit C-2. Entities by Individuals

n ;_' g B g 5
ENTITIES 3 B 5 § 518

§ & 2 a ¥ (o

G a 8 B 2 B

“i = e | D‘_I i =

2 £

Research Projects X A X X X
Data Centers X X X X X X X X
[5tatistical Agencies
Libraries X X X X X
Information Service Providers (e.g., X X X X
Catalog Services)
Archives X X x
Museums X X X
Matianal/International Infrastructure X X X
{e.g.. NBII, NSDI)
STl Centers (OSTL, CASI, DTIC) x| X X X | X X X
Computer Centers (SDSC, NCSA) x X X X
Standards Bodies (CCSDS) X
Audit/Acoreditation Bodies x
Information Distributors (Including X 4 X
Publishers, Conference Organzers, Prass)
Hardware/Software Developers/Suppliers X X
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Exhibit C-3. Entities by Sector

- Rescarch & | Mot for
: Multi-Sector For-
Profs
Govemment Education Callaboration tfmmm, t NGE)f Profit
EMTITIES
Academic
Legidative | Executive | Judicial | K-12 | Vocational | Higher | International | National
Education

Research Projects X X X X X X X X x
Data Centers
[Statisucal Agencies X X X *x * X *
Libraries X X X X X X
fnfor.rnalinn Service X x X X X % X
Providers
Archives x X X X
Museums x X X
National/International X X X X
Infrastructure
STl Centers X
Computer Centers X x A X
Standards Bodies Xt X3 X X
AuditfAccreditation X
Bedies
Infermation Distributors X X x X
Hardware and Software s ‘
Developers/Suppliers X X X A &

Some agencies provide leadership for multi-sector collaboration,
Standards badies across the sactor include NIST,

Standards bodies across the sector indude 150,

Standards bodies across the secter include OGC.

Agencies may develop and distribute software tools/madels, ete
Collaboratives may develop software tools.

[ S R R
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Exhibit C4. Individuals by Role

INDIVIDU. ROLE

Dara center scientists Disciplinary scientists whe work in data centers and develep a special expertise in data management and data
science. Plan, manage, give scientific oversight and input to all phases of the data management cycle within the
data centerfarchive, including scientific specifications for software development to support data processing and
archival operations; managernent of these operations; validation and verification of data preducts; interoperability
links with ether archives and the literature; and design and management of data re-use products such as data
mining from archival products and catalog creation,

Data sdentists Scientists who come from Infermation or computer science backgrounds but learn a subject area and may
become scientific data curators in disciplines and advance the art of data science. Focus on all parts of the data [ife
cycle.

Librarians Focus en the functions — keeping and disposing of information and planning in regard to it. Generally not in the

“creation” role. Collect relevant information to manage through the life cycle based on scope and cover of the
library mission. Usually collect information from a variety of creating entities. Focus on the access and use of
data. Individuals work to standards of the library profession in organizing protecting, accessing, and documenting
data in the two main functions of the life cyele,

Archivists Select, preserve, and provide access to data and related information as records (j.e., collections organically
produced, structured, and interrelated in the course of scientific activity). Preserve the eriginal form, content,
and structure and sufficient contextual information about the producers and the activities in which the data were
produced to enable correct interpretation and informed judgment on their reliability and limitations. Not in the
ereation role.

Record Managers Flay a functional role between the creators of information and the archivists from a particular institutional
perspective. Focus on keeping and disposing, with emphasis on protecting and decumenting for institutional use.
Researchers Conceive, plan, experiment and analyze data to produce results for sdentific publication. Modelers who use data

(their own or that of other scientists) to develop and run models can be considered a spedfic class of researcher.
While most individual researchers focus primarily on data collection and analysis and do not usually focus on
documentation or preservation, some may carry out the full life cyde function far the data they create.

Students Assist researchers and or participate in experiment for school/thesis work, May be data producers,

Infe ion and Data Manag, Provide operational support to data T perations, including pipeline data processing, ingest into the

Specialists archive, archive management, data access and distribution oversight, production of use statistics, etc, Play the
roles similar to librarians, archivists, or records managers, but do not ily work to the ibrary profession
standards.

Computer Scientists, Engincers Design and develop software to support data management cperations (processing, archiving, distribution, ete}

and [T Specialists following scientist’s spedificat Deggn and develop (acquire) computer systems to support these operations,

ensuring specd, security, etc., as required by the project. This includes acquiring hardware, setting up networks,
and acquiring and installing systems software.

Journalists, Science Writers Translate data from highly sclentific fields to be available to other audiences with various levels of scientific
understanding.

Research Program Directors/Pelicy | Provide averall strategic direction and resaurce allocation for research programs. Focus on the planning functions
Makers for data,
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Exhibit C-5. Individuals by Life Cycle Phase/Function

Data Life Cycle Phase Data Management Functions

Data Center Scientists X X X X X X X X

Data Scientists X X X X X X X X

Librarians x X X X X X X
7| Aschivists X x X X X X X

Record Managers X X X X

Researchers X X X

Students X X X

Infarmation and Data Management Speciali X X X X X X X

Computer Scientists, Engineers, and [T Specialists X x

Journalists. Science Writers X X X X X X X X

Research Program Directors/Policy Makers X

Exhibit C-6. Entities by Life Cycle Phase/Function

ENITiE Data Life Cycle Phase Data Management Functions
\ 5
Plan Create Keep Dispase Document Organize

Data Projects A X A X A

g
il
]
&
a

Data Centers [ Statistical Agencies X X

Libraries

Infarmation Service Providers X x

Archives

H|X|H|X|=x|*x
H X |=|=x|=x

Museums

MNational/International Infrastructure

5T1 Centers

E e A e
B B e e

Computer Centers
Standards Bodies
Audit/Accreditation Bodics

=

Information Distributors X X x

K X[ XXX X]|x|x[xX]|x
El B e B B B - B S B =

Hardware Software Developers/Suppliers X
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Appendix D

Related Documents
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A. Related Documents

IWGDD Key Digiral Data Bibliographical References
(Revised 04/08/08)

“A Fresh Look at the Reliability of Longterm Digital Storage.” Baker, Roussopoules, Shah, Maniatis, Bungale,
Rosenthal, and Giuli. White Paper. March 2006. hitp://lockss.org/locksswiki/files/Eurosys2006.pdf
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